Using Video Conferencing Services Safely

The world has been moving into a more digital and online environment. This is very
evident for those thatwork from a remote location. Remote workers haverealized the
importance of usingvideo conferencing services such as Zoom, Microsoft Teams, Cisco
Webex, etc. These conferencing options are key for employees and employers to
communicate, collaborate and meet when working remotely.

It's important to ensure you are mindful of security when utilizing any video conferencing
software. The following best practices are recommended when using a video conferencing
service.

1. Only download these applications/services from the provideritself to avoid
accidentally installing malware on your computer. Ensure you have the most up-to-
date software.

2. Don't use the same ID for all of your meetings. Set up a unique meetingID for every
scheduled conference. Otherwise, it makes it easier for hackers to video-bomb your
meetings or record them.

3. Setup awaitingroom area for your video conferences. Thisway you can see
everyone that wantstojoin the meeting and screen them before letting them into
the conference. Thisis a good way to prevent video-bombers from causing a
disruption to your meeting.

4. Provide a meeting link directly to those you wish to invite to the meeting. Do not
send a broadcast email with the meeting link.

5. Provide a password for your video conferenceto help prevent unwanted attendees
from crashingyour meeting.

6. Make sure thereisonly one host for your meeting and this person isthe only one

that can control screen-sharing, video and mute options, record options and allow
guests into the meeting.
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